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Protection of Confidential and Sensitive Information 
 

1. For purposes of this Exhibit, “Contractor” means any contractor or researcher, including a 
Non-State Entity contractor or researcher, receiving funds from, doing business with, 
conducting research for, or performing services for the Department of Water Resources 
(“Department”) pursuant to a contract, purchase order, research agreement, grant or loan 
agreement, joint powers agreement, public works contract, or other contractual vehicle 
(collectively “Contract”).  The term “Contractor” also includes Contractor’s officers and 
employees and Affiliates.  For purposes of this Exhibit, the term “Affiliate” means a person or 
entity forming a partnership, joint venture, subcontract, sales contract, or other legal 
relationship with Contractor to carry out the terms of the Contract. 

 
2. This Exhibit shall apply to all Contractors the terms of whose Contracts with the Department 

require or permit access to Confidential or Sensitive Information in conducting business with 
the Department or performing duties under a Contract with the Department. 

 
3. Contractor shall impose all the requirements of this Exhibit on all of its officers, employees 

and Affiliates with access to Confidential and/or Sensitive Information. 
 
4. For purposes of this Exhibit, “Non-State Entity” shall mean a business, organization or 

individual that is not a State entity, but requires access to State information assets in 
conducting business with the State.  This definition includes, but is not limited to, researchers, 
vendors, consultants, and their subcontractors, officers, employees, and entities associated 
with federal and local governments and other states. 

 
5. For purposes of this Exhibit, “Confidential Information” means information, the disclosure of 

which is restricted or prohibited by any provision of State or federal law or which is treated as 
privileged or confidential under such laws.  Such Confidential Information includes, but is not 
limited to, information that is exempt from disclosure under the California Public Records Act 
(Government Code sections 6250-6255), public social services client information described in 
California Welfare and Institutions code section 10850, and “personal information” about 
individuals as defined in California Civil Code Section 1798.3 of the Information Practices Act 
(IPA) if the disclosure of the “personal information” is not otherwise allowed by the IPA.  Such 
Confidential Information may also include financial, statistical, personal, technical, and other 
data and information relating to operation of the Department. 

 
6. For purposes of this Exhibit, “Sensitive Information” means information that requires special 

precautions to protect it from unauthorized modification or deletion.  Sensitive information 
may be either public records or Confidential Information.  Examples include statistical reports, 
financial reports, and logon procedures. 

 
7. Contractor shall take all necessary measures to protect Confidential or Sensitive Information 

to which it or its Affiliates gain access from unauthorized access (accidental or intentional), 
modification, destruction, or disclosure.  These measures may include, but are not limited to: 
password protection of electronic data, encrypted transmission of electronic data, and secure 
mailing and locked storage of paper and taped copies.  Such measures may also include 
establishment of secure workstations and maintenance of a secure workstation access log.
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Contractors shall also apply appropriate security patches and upgrades and keep virus 
software up-to-date on all systems on which Confidential or Sensitive Information may be 
used. 

 
8. Contractors shall ensure that all media, including electronic media, containing Confidential or 

Sensitive Information, to which they are given access are protected at the level of the most 
confidential or sensitive piece of data on the media. 

 
9. Contractor and Affiliate personnel allowed access to Confidential and Sensitive Information 

shall be limited to those persons with a demonstrable business need for such access.  
Contractor shall maintain a current listing of all Contractor and Affiliate personnel with access 
to Confidential and Sensitive Information. 

 
10. Contractor shall notify Department promptly if a security breach involving Confidential or 

Sensitive Information occurs or if Contractor becomes legally compelled to disclose any 
Confidential Information. 

 
11. Contractor shall comply with all State policies and laws regarding use of information 

resources and data, including, but not limited to, California Government Code section 
11019.9 and Civil Code sections 1798 et seq. regarding the collection, maintenance and 
disclosure of personal and confidential information about individuals. 

 
12. If Contractor obtains access to Confidential Information containing personal identifiers, such 

as name, social security number, address, date of birth, rate/ethnicity and gender of 
individuals, Contractor shall substitute non-personal identifiers as soon as possible. 

 
13. All data, reports, information, inventions, improvements and discoveries used, compiled, 

developed, processed, stored or created by Contractor or Contractor’s Affiliates using 
Confidential and/or Sensitive Information shall be treated as Confidential and/or Sensitive 
Information by the Contractor and Contractor’s Affiliates.  No such data, reports, information, 
inventions, improvements or discoveries shall be released, published or made available to 
any person (except to the Department) without prior written approval from the Department. 

 
14. At or before the termination date of the Contract, Contractor shall either (a) destroy all 

Confidential and Sensitive Information in accordance with approved methods of confidential 
destruction; or  (b) return all Confidential and Sensitive Information to the Department; or (c)  
if required by law to retain such information beyond the termination date of the contract, 
provide for the Department’s review and approval a written description of (i) applicable 
statutory or other retention requirements; (ii) provision for confidential retention in accordance 
such requirements and the terms of this Exhibit and (iii) provision for eventual destruction in 
accordance with all applicable provisions of State and federal law using approved methods of 
confidential destruction. 

 
15. Contractor shall cooperate with the Department’s Information Security Officer or his designee 

in carrying out the responsibilities set forth in this Exhibit. 
 
16. Failure to adhere to these requirements may be grounds for termination of the Contract and 

for imposition of civil and criminal penalties.
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NON-DISCLOSURE CERTIFICATE 
 
 

I hereby certify my understanding that access to Confidential and Sensitive Information 
is provided to me pursuant to the terms and restrictions of the Protection of 
Confidential and Sensitive Information, Exhibit E, Attachment 3 of Contract No. 
__________________between _________________ and the California Department of 
Water Resources.  I hereby agree to be bound by those terms and restrictions.  I 
understand that all Confidential and Sensitive Information, as defined in the Protection 
of Confidential and Sensitive Information, and any notes or other memoranda, or 
any other form of information, electronic or otherwise that copies or discloses 
Confidential Information, shall not be disclosed to anyone other than in accordance with 
the Exhibit E, Attachment 3.  I acknowledge that a violation of this certificate may result 
in termination of the Contract and/or imposition of civil or criminal penalties. 
 
 
Signed:  _____________________________________________________________  
 
 
Typed Name and Title:  _________________________________________________  
 
 
Representing (give name of Contractor/Affiliate):  _____________________________  
 
 
Date:  _______________________________________________________________  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


